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Citrix Access Gateway
Secure and seamless application access

Organisations today face increasing pressure to deliver business applications and data
anywhere, especially as trends such as globalisation, mobility, offshoring and

homebased working continue to move users further away from the datacentre.

Citrix Access Gateway

Citrix Access Gateway ™ is the only SSL VPN that securely delivers access to any
application with policy-based SmartAccess control. Provide your users with easy-to-
use, cost effective and secure access to all of the applications and data they need to
be productive. Access Gateway enables flexible work options, easier outsourcing and
nonemployee access, and business continuity readiness — while ensuring the highest

levels of information security.

The best access experience

Access Gateway delivers the same rich desktop experience users enjoy when
connected to the local network. Always-on access automatically and seamlessly
reconnects users when they change locations and devices or lose connectivity,
reducing frustration and improving productivity. A Web-based landing page delivers
quick and easy access to key resources, and users can choose from a wide variety of

devices.

Strengthen data security

The robust endpoint analysis capabilities of SmartAccess allow Access Gateway to
detect the client device configuration and user identity to determine the client machine
trust level. Based on the resulting trust level, granular scenario-based policies control
the level of access to applications and resources. For example, an administrator can
configure SmartAccess policies such that a user at home with a corporate laptop has
access to all applications and the ability to download and print files; but the same user
logging in from their home PC does not have access to sensitive applications and

cannot download or print files.

Simplify administration and lower costs

Access Gateway dramatically reduces management complexity and costs.
Administrators can quickly and easily install, configure and deploy Access Gateway.
User access is delivered without the cost and complexity of installing and supporting

client software on each device.




Trust the leader in application
delivery infrastructure

« Citrix® has been focused on
application delivery infrastructure
solutions since 1989. Using
experience from working with
more than 200,000 organisations,
Citrix developed the Citrix Access
Gateway™ SSL VPN appliances.
* Users will enjoy a consistent,
seamless and secure application
access experience, even when
they’re located outside the
corporate network.

* Your IT department will say
goodbye to the cost and
complexity of installing,
configuring, updating and
supporting complex VPN solutions
and client software.

* Your organisation can rest easy
knowing that access to corporate
applications and data is controlled
and secured.

» Citrix Access Gateway is the
only SSL VPN to securely deliver
any application with policy-based

SmartAccess control.
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Platinum Solution

The best SSL VPN to use with Citrix Presentation Server

Access Gateway can be deployed with Citrix Presentation Server™, the de facto standard
for delivering Windows® applications at the lowest cost. Presentation Server™, Platinum
Edition includes an Access Gateway Universal user license, allowing any Access Gateway
edition to be deployed (appliances purchased separately).

When deployed with Presentation Server, Access Gateway enables secure connections
from Presentation Server clients without any additional network tunnelling software.

Using Access Gateway with Presentation Server delivers the benefits of a hardened
appliance, increasing security and extending user access to additional applications and
resources. SmartAccess provides advanced policy-based control of Presentation Server
applications and individual capabilities such as print and save. Citrix SmoothRoaming™
allows users to move seamlessly between access locations and devices, automatically

adapting access to each unique access scenario.

Accelerate application delivery with WANScaler

Citrix® WANScaler™ extends the LAN-like performance of business-critical applications to
mobile and branch office users. Access Gateway works seamlessly with the softwarebased
Citrix WANScaler Client, extending the benefits of WAN optimisation outside the

branch by enabling users to access applications from wherever they choose to work

without the traditional performance penalty.

Satisfy the most demanding needs with Enterprise Edition

Access Gateway, Enterprise Edition delivers the scalability, performance and centralised
management required to support demanding IT environments. High-availability options
ensure business continuity with uninterrupted access to critical applications and
resources. With advanced security features such as smart card support, ICSA certification
and FIPS 140-2 hardware options, organisations can rest assured that their applications
and data remain secure. Access Gateway Enterprise Edition is included with Citrix®
NetScaler™ — a comprehensive network system that combines high-speed load
balancing and content switching with state-of-the-art application acceleration, layer 4-7
traffic management, data compression, dynamic content caching, SSL acceleration,
network optimisation, global server load balancing, and robust application security into

a single, tightly integrated solution. This approach ensures the best total cost of

ownership (TCO), security, availability, and performance for all applications.

Access Gateway Editions
Citrix Access Gateway is available in three editions:

Enterprise Edition

The best secure access solution for enterprise environments, offering market-leading
scalability and performance, highly sophisticated SmartAccess policy capabilities, browser-
only access, high-availability options and integrated application acceleration and

optimization.
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Advanced Edition

Designed for organizations with fewer than 500 concurrent users who are looking for an
excellent secure remote access solution that includes highly sophisticated SmartAccess

policy capabilities, browser-only access or mobile device support.

Standard Edition
Designed for organizations with fewer than 500 concurrent users who are looking for an
excellent, cost effective secure remote access solution without the need for highly

sophisticated policy deployment.

Secure, Scalable Access for Healthcare Professionals

St. Joseph Hospital — a 116-bed acute care not-for-profit community hospital located in
rural Bangor, Maine, USA.

Challenge:

The hospital previously used an IPSEC VPN to provide connectivity for medical
transcriptionists working from home. However, this solution presented client
management issues, such as complicated installation and deployment, as well as
difficulty for users.

Benefit:

St. Joseph Hospital uses Citrix Access Gateway to simplify connectivity for physicians as
well as other remote users. Says CIO Ron Crall: “With Access Gateway, you just open a
browser and there’s no set-up to speak of on the client side. It's something we can walk
a user through easily. We're using Access Gateway as our preferred method of
connectivity, and the Citrix environment as the preferred method of interacting with the
facility from the outside. Having an access solution that is user-friendly and provides a

good experience is key to our successful physician outreach and competitive position.”



